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The color image steganography in frequency domain based on separation
training and image denoising

SU Hai, YU Songsen, YANG Shan

(School of Software, South China Normal University, Foshan 528225, China)

Abstract: Color image steganography attracts the attention of scholars because of its secretive and imperceptibility. The
color image steganography based on frequency domain has achieved better performance in both traditional steganography
and deep learning steganography. However, most current steganographic models based on auto-encoder have limitations in
improving the ability of reconstructing secret images. Based on this problem and the existing advantages of steganography
in the frequency domain, a color image steganographic method based on separation training and image denoising is
proposed. In the face of the performance trade-off between the encoder and the decoder, the proposed method uses the
separation training to optimize the model training. In addition, the proposed model adds an image-denoising module which
is a Denoising Convolutional Neural Network(DnCNN). Experimental results show that the Peak Signal to Noise
Ratio(PSNR) of the stego image and the reconstructed secret image reached 82.31 dB and 39.27 dB respectively, and the
Structural Similarity Index Measure(SSIM) reached 0.99. Compared with other models, the proposed model not only has
stronger imperceptibility but also has better ability to reconstruct secret images.
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Fig. 1 Structure of the color image steganographic model in frequency domain based on separation training and image denoising
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Tab. 1 Comparison between the quality of the stego images and
the reconstructed secret images generated by each

steganographic model

T % PSNR % PSNR 2% %% SSIM  Fik 2% SSIM
Antique’s Model” 33.70 39.90 0.95 0.96
ISGAN™! 34.63 33.63 0.95 0.94
TISGAN"" 37.52 35.42 0.96 0.95
A SO 82.31 39.27 0.99 0.99
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Tab. 2 Ablation experimental results of the separation training and the denoising module of the steganographic model

£ T AR E %

A B AR B A A A

T

o 53 B I 4R 25 WA B BBRERE PSNR SSIM
%4 x x 3.40 37.50 0.98
o] N x 3.05 38.49 0.98
o=l x \ 3.18 38.08 0.98
K| \ \ 2.79 39.27 0.99
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(a) Original secret
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(b) Reconstruct secret
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residualx30(fourth group)
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Fig. 6 Comparison of reconstructed secret images and residual images between the unoptimized model and the optimized model

T BN 5 KRB ERTTS , bRy
TR MG RE T S B T I B AR T, HR SR
I 286 I A TR Ay AR Al ) 245 4 R 1 2 L T 52 B0 i
500, Aoy BN GR S RN RIR A ) 2%
USRS R4 2% 4 1.02, PSNR ik 81.05 dB
(fix AJBIE R PSNR iAE] T 43.162 2 dB), SSIM ik
0.998 1. MItLZ T, ARSI AR 251
A ) 28 R ) [T B AR AR s R R T A7 e 2 Tk 22
S, AHJR AT R e A 1 ELAR 22 R B S FE I R D
£ I 7 P~ N 1 P s = | 2 | PRV 2 |
A A3 I e A v D ) 286 5 i D) 246 1 7 BEA
g 1)

5 Z5ERIE

(DARSCER T 5T B I 255 R L R AR
GRIRRRS Ik, JHEH A gt Mg asig i 1
XL AR (5 AR B T A TR

(2)FEXF I gt i S5 A8 AR 6 MBS T 3k T
T 1 P S o i 1 52 IR TR P Jo e LA

ThAE R, A SCHR Y Tl o B I R S A
DnCNN FIR LB AL com DLk . Horf,
o BN SRR B A Je SR U R ol o T AN RIS
REAH L RO o A 0 2 MRS R DU 2oy g Bk [T £
Y B S R AR T R T i AR, DR I
(R B — 2 P Tt T E AR R B R . SEER IR
WY T 4t R B A ) S B R rh HAT R A
AEERE AN EAG R RS BE T, T EL Ak T
I BN LGRS T e AR AR

B2k

[ 1] BALUJA S. Hiding images in plain sight: deep stegano-
graphy [C]//Proceedings of the 31st International Confer-
ence on Neural Information Processing Systems. Van-
couver: Neural Information Processing Systems Founda-
tion, 2017.

[2] BALUJA S. Hiding images within images[J]. IEEE
Transactions on Pattern Analysis and Machine Intelli-
gence, 2020, 42(7): 1685-1697. DOI: 10.1109/TPAMI.
2019.2901877.

[3] WUP, YANGY, LI X Q. StegNet: mega image stegano-
http://www journalmec.com


https://doi.org/10.1109/TPAMI.2019.2901877
https://doi.org/10.1109/TPAMI.2019.2901877
https://doi.org/10.1109/TPAMI.2019.2901877
https://doi.org/10.1109/TPAMI.2019.2901877
https://doi.org/10.1109/TPAMI.2019.2901877
https://doi.org/10.1109/TPAMI.2019.2901877
http://www.journalmc.com

36

T2 5L

2024 4%

(4]

[5]

6]

(7]

(8]

[10]

[11]

[12]

graphy capacity with deep convolutional network[J]. Fu-
ture Internet, 2018, 10(6): 54. DOI: 10.3390/fi10060054.
RAHIM A U, RAHIM R, NADEEM 8§, et al. End-to-end
trained CNN encoder-decoder networks for image
steganography [C]//Proceedings of the European Confer-
ence on Computer Vision. Heidelberg: Springer, 2018:
723-729.

LIU L S, MENG L Z, WANG X L, et al. An image
steganography scheme based on ResNet[J]. Multimedia
Tools and Applications, 2022, 81(27): 39803-39820.
DOI: 10.1007/s11042-022-13206-2.

TANCIK M, MILDENHALL B, REN N. StegaStamp: in-
visible hyperlinks in physical photographs[C]//Proceed-
ings of 2020 IEEE/CVF Conference on Computer Vision
and Pattern Recognition. Piscataway: IEEE, 2020. DOI:
10.1109/cvpr42600.2020.00219.

T Z. 3T Encoder-Decoder [ 14 25 £ AR M5 [D].
5 M A B LR R 2%, 2021, DOIL: 10.27248/d.cnki.
gnjqc.2021.000450.

WANG Y. Image steganography based on encoder-de-
coder model [D]. Nanjing: Nanjing University of Inform-
ation Science and Technology, 2021. DOI: 10.27248/d.
cnki.gnjqc.2021.000450.

ZHANG K A, CUESTA-INFANTE A, XU L, et al.
SteganoGAN: high capacity image steganography with
GANs[J]. arXiv, 2019, 1901.03892. https://arxiv.org/
pdf/1901.03892.pdf.

ZHANG R, DONG S Q, LIU J Y. Invisible stegano-
graphy via generative adversarial networks[J]. Multime-
dia Tools and Applications, 2018, 78(7): 8559-8575.
DOI: 10.1007/S11042-018-6951-Z.

WU G Z, YU X Y, LIANG H, et al. Two-step image-in-
image steganography via GAN[J]. International Journal
of Digital Crime and Forensics (IJDCF), 2021, 13(6): 1-
12. DOT: 10.4018/1JDCF.295814.

ZHAO J F, WANG S. A stable GAN for image stegano-
graphy with multi-order feature fusion[J]. Neural Com-
puting and Applications, 2022, 34(18): 16073-16088.
DOLI: 10.1007/s00521-022-07270-w.

TAN J X, LIAO X, LIU J T, et al. Channel attention im-
age  steganography  with  generative  adversarial
networks [J]. IEEE Transactions on Network Science and
Engineering, 2022, 9(2): 888-903. DOI: 10.1109/TNSE.
2021.3139671.

B, AR, W k. BT AR RO BT 2 1 A O
PR B 5 2k 3 R R i O i (00, AR 2 4, 2022,
33(9): 3470-3484. DOLI: 10.13328/j.cnki.jos.006290.
LIAO X, TANG Z Q, CAO Y. Steganographic distortion

http://www.journalme.com

[14]

[15]

[16]

[17]

[18]

[19]

[20]

function design method for spatial color image based on
GAN/J]. Journal of Software, 2022, 33(9): 3470-3484.
DOI: 10.13328/j.cnki.jos.006290.

LU S P, WANG R, ZHONG T, et al. Large-capacity im-
age steganography based on invertible
networks [C]//Proceedings of 2021 IEEE/CVF Confer-
ence on Computer Vision and Pattern Recognition. Pis-
cataway: IEEE, 2021: 10811-10820. DOI: 10.1109/
cvpr46437.2021.01067.

XU Y M, MOU C, HU Y J, et al. Robust invertible im-
age steganography[C]//Proceedings of 2022 IEEE/CVF
Conference on Computer Vision and Pattern Recognition.
Piscataway: IEEE, 2022: 7875-7884. DOIL: 10.1109/
cvpr52688.2022.00772.

RENY Z, LIU T, ZHAI L M, et al. Hiding data in colors:
secure and lossless deep image steganography via condi-
2022,

neural

tional invertible neural networks[J]. arXiv,
2201.07444. https://arxiv.org/abs/2201.07444.
RS, UL, MR I, 5. 35 T ORI 2 5 9 PR B 5
Tk W FE 0], TS L A 4R, 2020, 43(9): 1656-1672.
DOI: 10.11897/SP.J.1016.2020.01656.

FU Z J, WANG F, SUN X M, et al. Research on stegano-
graphy of digital images based on deep learning[J].
Chinese Journal of Computers, 2020, 43(9): 1656-1672.
DOI: 10.11897/SP.J.1016.2020.01656.

ALMAZAYDEH L. Secure RGB image steganography
based on modified LSB substitution[J]. International
Journal of Embedded Systems, 2020, 12(4): 453. DOI:
10.1504/ijes.2020.107644.

Whim fe, X 58 55, Al . B TV 2 ) WL 5 A OGS
LM% G R ARRS B ] BAE SR,
2022, 6(7): 70-76. DOI: 10.19850/j.cnki.2096-4706.
2022.07.018.

CHEN M H, LIU J Y, HE P S. A color image stegano-
graphy algorithm based on attention mechanism and gen-
erative adversarial network[J]. Modern Information
Technology, 2022, 6(7): 70-76. DOI: 10.19850/j.cnki.
2096-4706.2022.07.018.

ZHANG K, ZUO W M, CHEN Y J, et al. Beyond a Gaus-
sian denoiser: residual learning of deep CNN for image
denoising[J]. IEEE Transactions on Image Processing,
2017, 26(7): 3142-3155. DOI: 10.1109/TIP.2017.
2662206.

EE BN
7 # 141, suhai@m.scnu.edu.cn

RUKREREEE)

T+, yss8109@163.com


https://doi.org/10.3390/fi10060054
https://doi.org/10.3390/fi10060054
https://doi.org/10.3390/fi10060054
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1007/s11042-022-13206-2
https://doi.org/10.1109/cvpr42600.2020.00219
https://doi.org/10.27248/d.cnki.gnjqc.2021.000450
https://doi.org/10.27248/d.cnki.gnjqc.2021.000450
https://doi.org/10.27248/d.cnki.gnjqc.2021.000450
https://doi.org/10.27248/d.cnki.gnjqc.2021.000450
https://arxiv.org/pdf/1901.03892.pdf
https://arxiv.org/pdf/1901.03892.pdf
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.1007/S11042-018-6951-Z
https://doi.org/10.4018/IJDCF.295814
https://doi.org/10.4018/IJDCF.295814
https://doi.org/10.4018/IJDCF.295814
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1007/s00521-022-07270-w
https://doi.org/10.1109/TNSE.2021.3139671
https://doi.org/10.1109/TNSE.2021.3139671
https://doi.org/10.1109/TNSE.2021.3139671
https://doi.org/10.1109/TNSE.2021.3139671
https://doi.org/10.13328/j.cnki.jos.006290
https://doi.org/10.13328/j.cnki.jos.006290
https://doi.org/10.13328/j.cnki.jos.006290
https://doi.org/10.13328/j.cnki.jos.006290
https://doi.org/10.1109/cvpr46437.2021.01067
https://doi.org/10.1109/cvpr46437.2021.01067
https://doi.org/10.1109/cvpr52688.2022.00772
https://doi.org/10.1109/cvpr52688.2022.00772
https://arxiv.org/abs/2201.07444
https://doi.org/10.11897/SP.J.1016.2020.01656
https://doi.org/10.11897/SP.J.1016.2020.01656
https://doi.org/10.11897/SP.J.1016.2020.01656
https://doi.org/10.11897/SP.J.1016.2020.01656
https://doi.org/10.1504/ijes.2020.107644
https://doi.org/10.1504/ijes.2020.107644
https://doi.org/10.1504/ijes.2020.107644
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.19850/j.cnki.2096-4706.2022.07.018
https://doi.org/10.1109/TIP.2017.2662206
https://doi.org/10.1109/TIP.2017.2662206
https://doi.org/10.1109/TIP.2017.2662206
mailto:suhai@m.scnu.edu.cn
mailto:yss8109@163.com
http://www.journalmc.com

	1 引言
	2 基于深度学习的彩色图像隐写方法研究现状
	3 基于分离训练与图像去噪的频率域彩色图像隐写模型
	3.1 分离训练
	3.2 DnCNN去噪模块

	4 实验与分析
	4.1 隐写效果对比实验
	4.2 分离训练和去噪模块的优化效果验证实验

	5 结束语
	参考文献

