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Abstract: The ubiquitous power Internet of Things(IoT) is an important direction for the development of the current new
power system. The ubiquitous power IoT can naturally support the construction of active distribution networks in terms of
operation mode and topology. However, due to the complex operating environment of the distribution network, it is
necessary to realize the ubiquitous IoT and panoramic views based on the distribution IoT. In terms of perception, it is also
necessary to directly face the dynamic changes in the distribution network structure and boundary caused by the flexible and
diverse access environments and methods of the [oT, a large number of terminals, and the higher security risks faced. It is
urgent to take into account the inside and outside, multi-dimensional integration of power distribution automation security
and trusted protection research. This paper firstly introduces the architecture of the distribution automation system under the
new power system, and proposes a trusted protection model for distribution automation security; secondly, establishes an
evaluation system of equal protection indicators based on trusted computing, and analyzes the feasibility of its application to

the security of distribution automation systems; Furthermore, the proposed distribution automation security trusted
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protection model is evaluated, and its integrity measurement and trusted network connection process are analyzed. Finally,

the security under this architecture is briefly summarized.

Key words: trusted computing; electrical safety protection; power internet of things; distribution automation;

evaluation system; comprehensive evaluation; G1 method
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Fig. 1 Distribution automation safety protection framework
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Fig. 2 Distribution network security protection model based on trusted computing
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Fig. 3 Terminal side trusted logic
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Fig. 4 Master station side trusted logic

3 EHEBHILAERPENIER

AR EBWR G B R EEF R 2.0
k. (MG B Z 27K 4868 (GB/T 32351-
2015)) F1 ML IR B R G % 2k & M (GB/T
36047-2018) ) f#HL 15 B R g & MG FEbrik
2V AR RN 3 2 HARE B). —YdE s
(C). —ZH&¥5 (D).

PN G S N AR (=0 S =5 WO 7 N1 3 B o i
VRO, F R A b 2.0 FEATAEE BT 0 du 5 5 2K
—RIRPRZ R Y IIREL (C) . L AEE M (C).
LI (Cy). BRI (C). ZaiEH
HL (Co)y 8 BRI B 5 28— dh b e 28 FL I
B (Co) HARFHHMN (C). BRBEHABR (Cy).
GABUEI (C,), WeIBHEFIE (C,). KK —%
CoE vl NS U113 2 RO & 7 N = A 1 R L QS
P11 2.0 LUK HL AT AL A AR I FE B ST

H TSR 2.0 (12 4 0P 43R 32 A
SE W7 S TPFM, A AR SO S BREE AR 2.0 Arife
L ATV AH SRR X ARt TR A A PR s
SVPAN Y 42 T AR SC 32 B AT XL Tl A
SRS, P SGE BT E A AR bR, A S TR

] — ZREEN% A ]
| ZEXMARB ]

- TEERC | | et

RRIEA, |

AR B, \

FAENFS I SN &

RYAHEID, |
—= AL D ) |
445 D, |
— wedREmE BAEIFR E, |
0
S —
SRS EE R F
B RAR, |
WA, |

B 5 BEENLAERHFIENER
Fig. 5 Reliable protection evaluation system for distribution
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Tab. 1 Corresponding evaluation elements of credible indicators
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